UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO NAM PINH Péc lap - Tu do - Hanh phic

Sb: 2107 /UBND-NC TP. Nam Dinh, ngay /4 thang 11 nam 2024

V/v dam bao an ninh an toan thong
tin doi voi cac trang thong tin dién tur,
trang fanpage cua céc don vi

Kinh gri: ,
- Cac phong, ban, don vi thudc thanh pho;
- UBND céc phuong, xa.

Thoi gian qua, tai mot sé dia phuong trén ca nudc, phat hién cac trang
thong tin dién tir bi cheén duong link quang cido co bac, mai dam,.. Khi nguoi
diung bam vao dudng dan trén cac website sir dung “https” duoc chimg nhan
“chinh chu” cta co quan nha nuéc, doanh nghiép 16n, thi bi chuyén hudng truy
cap dén website cua to chire ca do, cd bac truc tuyén. Bén canh d6, khi tim kiém
br?mg Google vdi cac tur khoa lién quan dén ca do, co bac, véi tuy chon site:
“.gov.vn” hoac site: “.vn”

Pé ting cudng cong tac bao dam an toan, an ninh mang d6i véi cac trang
thong tin dién tu, trang fanpage cua cac don vi, theo dé nghi ctia Cong an thanh
ph6, UBND thanh phd giao cac phong, ban, don vi, UBND phuong, xa thudc
thanh phd thuc hién mot s6 noi dung sau:

1. Tang cuong cac bién phap dam bao an toan, an ninh théng tin; chu dong
ra soat, khic phuc cac diém yéu vé an ninh mang, 16 hong bao mat trén
Trang/ Cong thong tin dién tir va trang Fanpage phuc vu cong tac tuyén truyén pho
bién phap luat va phan bac quan diém sai trai thu dich cua don vi. Thuong xuyén
theo doi, don dbc viéc trién khai cac bién phap ngan chan hoat dong dang tai noi
dung trai quy dinh.

2. Ra soat toan bo website, trang Fanpage cua don vi thugc pham vi quan
ly, trong d6 chu trong ra soat cac trang ma ngudn, can cha ¥ dic biét dén nhing
file moi duogce tao hodc co thoi gian tao khac biét voi phan 16n céc file khac trong
cung thu muc, kip thoi trao ddi v6i bo phan ki thuat xay dung website dé c6 bién
phap xu Iy phu hop.

3. Xay dung, bo sung quy dinh quan tri, van hanh Trang/Cong thong tin
dién tir va trang Fanpage cua don vi, trong d6 quy dinh 1 viéc kiém tra, kiém
duyét noi dung ngudi dung dang tai trude khi cho phép hién thi 1én Trang/Cong
thong tin dién tr; khong chén cac link quang cdo vao cac website, Fanpage;
khong lién két chuyén hudng vao cac website, fanpage co ndi dung khong phu
hop vi pham quy dinh ciia phép luat; bd sung tinh nang luu trit dia chi IP cua
ngudi dung khi ddng tai ndi dung dé phuc vu xac minh trong truong hop can thiét.

4. Pinh ky 6 thang thay d01 mat khau quan tri, mat khau truy cap; mat khau
t6i thiu 8 ky tu, trong d6 bao gdm: chit in hoa, chit thudng, chir s6 va ky tu dic



biét (*, #, @, $....). Khong dung chung mot mat khau cho cac tai khoan cong vu
cling nhu email, khong chia sé tai khoan v&i nguoi khac; tit tinh ning luu mat
khéu trén trinh duyét web, tu dong dién s&n Tai khoén, x6a mat khau d3 luu trén
trinh duyét va ngimg str dung hoan toan cac trinh quan 1y mat khau trén tat ca cac
trinh duyét web dang st dung. Ddng thoi trién khai cac giai phap giam sat tw dong
nham phat hién ra cac thay doi bat thudng, tir d6 c6 hudng xu 1y kip thoi.

Yéu cau cac don vi nghiém tdc trién khai thuc hién./.

Noi nhgn: TL. CHU TICH

- Lanh deo UBND TP; KT. CHANH VAN PHONG
- Nhu kinh guri; z , v \
~Luu: VT, NC. PHO CHANH VAN PHONG
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