UBND THANH PHO NAM DINH CONG HOA XA HQI CHU NGHIA VIET NAM
PHONG GIAO DUC VA PAO TAO Poc 1ap - Tw do - Hanh phdc

S6:950PGDDT - HCTH
V/v canh bao chién dich tan cbng mang cé
chu dich vao cac hé thong quan trong

TP. Nam Dinh, ngay /5 thang 11 nam 2024

Kinh gui: Higu truong cac trudng Mam non, Tiéu hoc,
THCS thanh pho Nam Dinh.

Thuc hién cong van sé 2104/UBND-NC ngay 14 thang 11 nim 2024 vé
viéc canh b&o chién dich tin cong mang c6 chu dich vao cac hé théng quan
trong. Thoi gian qua, Céng an thanh phd phat hién va ghi nhan 03 thdng tin lién
quan dén cac chién dich tin céng mang sir dung ma doc dé thuc hién céc hanh vi
trai phép. Cu thé:

1. Mallox Ransomware, ndi lén tir nam 2023 hoat dong dudi dang RAAS
(Ransomware as a Service), cho phép c4c cudc tan cdng trén pham vi toan cau,
dac biét tai Brazil, Viét Nam va Trung Quéc. Mallox lay nhiém qua viéc khai
thac 16 hong phan mém va brute force trén may chu MS SQL hoic PostgreSQL,
sau d6 trién khai ma doc nhu Remcos RAT hoic b tai NET dé tai ma doc giai
doan tiép theo. Céc phién ban mai da t6i vu hoa ma hda bang AES-256 va ECC,
ddng thoi tranh ma héa trén cac hé théng dung ngdn ngit cua cac nudc thudc
khéi Lién X6 cil.

2. Chién dich tan cong do nhém Earth Hundun thuc hién trong nim 2024,
trong d6 str dung ma doc RAT dé tién hanh cac chudi tan céng va lan truyén ma
doc vao cac thiét bi khac. Qua qué trinh phan tich, cac chuyén gia bao mat da
phat hién nhiéu ching ma doc, céng cu doc hai duoc st dung trong chudi lay
nhiém nhu: VenomRAT, Agent-Tesla, Remcos, NJRAT, NanoCore RAT, Pony,
Xworm, AsyncRAT va DCRat.

3. Heé théng giam sat cua Viettel Cyber Security ghi nhan ting dot bién
cac chién dich tan céng ransomware vao ha tang ao hoéa cua to chic, doanh
nghiép tai Viét Nam. Trong d6, cac cudc tin cdng ransomware vao hé théng cua
VNDIRECT, PVOIL... thoi gian vira qua di gy gian doan hoat dong va thiét
hai vé vat chat, hinh anh caa don vi ciing nhu hoat dong bao d¢am an toan khéng
gian mang qudc gia.

Pé chu dong phong ngtra cac cudc tan cong sir dung ma doc RAT, Phong
GDDT thanh phd giao cac truong MN, TH, THCS thuc hién mot sé noi dung
sau:

1. Kiém tra, ra soat hé théng thong tin dang str dung c6 kha nang bi anh
huong boi ma doc trén. Cha dong theo ddi cac thong tin lién quan dén ma doc tir
hdng nham thuc hién nang cap I1&n phién ban mai nhét dé tranh nguy co bi tan
cong.

2. Tang cudng giam sat va san sang phuong an xir ly khi phét hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh
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b0 cua cac co quan chirc ning va cac t6 chic 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan céng mang.

3. Céc trudng chu dong quan ly hé théng thong tin ting cuong theo ddi,
gidm sat, kip thoi phat hién khi c6 dau hiéu xuat hién cac file la trén may tinh,
tbc d6 xur ly cua may tinh cham bat thuong ngay lap tac tat két ndi internet; su
dung phan mém quét virus trén may tinh dé quét. Trong truong hop c6 su ¢b
nghiém trong & mirc 6 cao, khan cip hodc vuot quéa kha niang khic phuc cua
don vi phai béo céo ngay vé Phong GDDT (qua dong chi Lé Vin Diing - SBT
0918508997) hoic lién hé truc tiép dong chi Trung t& Nguyén Hung Cuong -
Poi truong do6i An ninh Cong an thanh phd, SPT: 0948.429.966 dé xu ly, khac
phuc su cd dam bao an toan, an ninh mang.

Phong GDDT yéu cau Hiéu trudng cc truong Mam non, Tiéu hoc, THCS
nghiém tdc trién khai thuc hién./.
Noinhdn:

- Nhu trén;

- Lanh dao va chuyén vién Phong GDDT;
- Luu VT.
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