UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO NAM PINH Péc lap - Tu do - Hanh phic

S6:2106 /UBND-NC TP. Nam Dinh, ngay /4 thang 11 nam 2024

V/v thuc hién ti€u chi cua B Thong

tin va Truyén thong yéu cau an toan

thong tin mang co ban cho camera

gidm sat
Kinh gri:

- Cac phong, ban, don vi thudc thanh pho;
- UBND céc phuong, xa.

Ngay 07/5/2024, Bo Thong tin va Truyén thong ban hanh Quyét dinh sd
724/QD-BTTTT vé “Yéu cau an toan thong tin mang co ban cho camera giam
sat”, trong d6 dua ra va khuyén nghi 4p dung cac yéu cau k¥ thuat an toan thong
tin mang co ban cho thiét bj camera giam sat sir dung giao thirc mang (thiét bi
camera).

Pé tiang cuong cong tac bao dam an toan, an ninh mang d6i v6i hé :[héng
camera giam sat, theo d€ nghi cua Cong an thanh pho, UBND thanh pho giao
cac phong, ban, don vi, UBND phuong, xa thudc thanh pho thue hién mot s6 ndi
dung sau:

1. Trién khai nghién ctru, thuc hién nghiém céc tiéu chi vé lya chon va str
dung camera dap ng cic yéu cau an toan thong tin mang co ban cho camera
giam sat theo Quyét dinh s 724/QD-BTTTT ngay 07/5/2024 vé “Yéu cau an
toan thong tin mang co ban cho camera giam sat”, trong dé chua y:

- Camera giam sat phai ¢ chtrc ning quan 1y mat khau an toan, nhu bat
budc ngudi dung thay d6i mat khau khi sir dung thiét bi 1an dau tién va kiém
soat mat khau. Mat khau luu trit trén camera phai dugc ma hoa. Mat khau khoi
tao mdc dinh trén thiét bi camera va cac dich vu lién két (néu co) phai dap tng
cac yéu cau sau: Co do dai tdi thiéu 8 ky tu, ¢6 chit hoa, chir thuong, chit s6, ky
tu dac biét; Co ché khoi tao mat khau str dung phuong phap sinh ma c6 gi tri
ngiu nhién; Co ché khoi tao mat khau khong dung cac thong tin cong khai (vi
du: dia chi MAC, chudi dinh danh Wifi SSID, tén san pham, loai san pham,...)

- He thong quan ly 16 hong bao mat cho phép tiép nhén va cong bd thong
tin vé 16 hong cua thiét bi t6i nguoi sir dung, c6 mo ta vé cac phién ban bi anh
huéng va huéng dan cap nhat, xir 1y.

- Camera phai c6 chtic ning bao vé dir liéu c4 nhan, it nhat cho phép thiét
1ap, cAu hinh dia diém tai Viét Nam d6i voi viéc xu 1y, luu trit va khai thac dir
liéu (trén thé nhd/ thiét bi ngoai vi, dich vu dién toan ddm may dat tai Viét
Nam,...) nhdm bao dam tuan thi quy dinh cua phap luat Viét Nam vé bao vé dir
liéu ca nhan.

2. Thuc hién kiém tra, danh gi4 an toan thong tin mang dinh ky hang nam
dbi v6i cac hé théng thong tin co sir dung camera giam sat. Cac don vi dam bao



ngudn lyc, kinh phi bao dam an toan thong tin mang cho céc hé thong thong tin
co su dung camera giam sat; chiu trach nhiém truéc UBND thanh phé néu dé
xay ra mét an toan thong tin mang, an ninh thong tin, 1 bi mat nha nudc tir cac
hé thdng thong tin c6 sir dung camera giam sat thudc pham vi quan 1y.

Yéu cau cac don vi nghiém tdc trién khai thuc hién./.

Noi nhgn: TL. CHU TICH

- Lanh deo UBND TP; KT. CHANH VAN PHONG
- Nhu kinh guri; z , v 3
L VT NG PHE-EHANH VAN PHONG

W PHG

=
Taa

s et asS)
s



		2024-11-14T14:24:03+0700


		2024-11-14T14:27:29+0700


		2024-11-14T14:27:29+0700


		2024-11-14T14:27:29+0700




